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Chapter 12 - Accessto National Security
| nfor mation

1201 Granting Accessto Classified I nformation

Thischapter coversinvestigative processng procedures and reguirements associated with granting digibility
for access to classfied nationa security information, aso known as a security clearance. The granting of

eligibility for access to dassfied information is an adminigrative decison and is used only when access is
cearly consgent with the interests of nationa security. Access to classfied information is based on an

appropriate background investigation, asecurity indoctrination, an executed nondisclosure agreement, and a
need-to-know. The Director for Security may grant asecurity clearance upon determination that theindividua

is trustworthy and free from unacceptable risk concerning the protection of classified information. Security
clearances within the Department areissued at the Top Secret and Secret levels. Individua s requiring access
to Confidentia information will be granted aclearance at the Secret level. The need-to-know isestablished by
management officials based upon the officid duties of the pogition that the employee occupies.

A. Eligibility for Accessto Classified Information.

1. A security clearance is an indication that a decison of trustworthiness has been made and has been
granted by theDirector for Security in accordancewith E.O. 12968, Accessto Classfied Information. A
need for accessto classified information must be demonstrated before arequest for asecurity clearance
can be initiated. The number of people cleared and granted access to classfied information should be
maintained a the minimum number that is congstent with operationa requirements and needs. Heads of
operding units must ensure that access to classfied information by unauthorized personsis prevented.

2. No one has aright to gain access to classfied information solely by virtue of title, pogition, or level of
security clearance. The find respongibility for determining whether an individua requires access to
classfied information and whether theindividua hasbeen granted the appropriate security clearancerests
upon the individua who has possession, knowledge, or control of the information and not upon the
prospective recipient. Thefact that anindividud isaFedera employee does not mean that he or she has
been cleared for access to classfied information. The disclosure of classfied information and the
recipient's identification and security clearance shdl be verified by the security contact to determine the
recipient's need-to-know. The individud holding or contralling classfied information shdl advise the
recipient of the dassfication level of the information.
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3. Accordingly, when an employee transfers or vacates apostion, hisneed-to-know changes. Security
clearances do not transfer with the employee. In such cases, the need-to-know must be re-established
and anew request submitted to their servicing security officer with gppropriate justification beforeanew
clearanceisgranted. Depending on circumstances, the existing investigation may be used asthe basisfor
issuing the new clearance.

B. Determining Eligibility for Accessto Classified Information.

The procedures for requesting personnel security investigationsfor sengtive postionsarelisted in Appendix
D, Processing Personnel Security and Suitability Investigations, paragraph D.3, Processing Investigations.
Requestsfor upgrade or reinstatement of a security clearance dso are covered in paragraph D.3 of Appendix
D.

1. A person's digibility for asecurity clearance and access to classified information are based upon the
following criteria

a. Eligibility: Theindividud isfound loyd, trusworthy, and free from unacceptable risks, based
upon an appropriate investigation.

b. Access: The access to dassfied information is essentia to accomplish alawful and authorized
government purpose (need-to-know) and the individua has entered into an agreement with the
Federal Government to protect classified information and to prevent unauthorized disclosure. The
Classfied Information Nondisclosure Agreement, Standard Form 312, shdl be used for employees
and non-employees.

2. The decison to grant digibility for accessto dassfied information must befair, impartial, and based
upon a condderation of dl avalable information. The review of adverse information shdl include
congderation of the following factors.

a Nature and seriousness of the facts, circumstances, or conduct.

b. Circumstances surrounding the conduct.

c. Frequency and recency of the conduct.

d. Age of theindividud.
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e. Motivation of theindividud, or the extent to which the conduct was negligent, willful, voluntary, or
undertaken with knowledge of the circumstances or conseguences involved.

f. Absence or presence of posgitive evidence of rehabilitation.

g. Probability that the facts, conduct, or circumstances, to the extent that it can be estimated, will or
will not continue or recur in the future.

3. Nationd security and suitability investigations described in Chapter 11 are dso used for making
security clearance determinations. The type of investigation needed to provide a basis for a security
clearance determination isprovided in Appendix C, Minimum Requirementsfor Personnd Invedigations

4. The following generd requirements apply to the process of determining digibility for access to
classfied security information.

a Naturalized citizens may be congdered for access digibility in the same manner as native-born
U.S. citizens.

b. Foreign nationals generdly are not digible for a security clearance. Every effort shal be made to
ensure that non-U.S. citizens are not employed in duties that may require access to classfied
information. However, compdling reasons may exist to grant access to classified information to an
immigrant ien or aforeign nationd. Such individuas may be granted aLimited Access Authorization
inthoserare circumstanceswhere thenon-U.S. citizen possessesunique or unusud skill or expertise
that is urgently needed to support aspecific U.S. Government contract involving accessto specified
classfied information and acleared or clearable U.S. citizen is not readily available (see NISPOM,
Section 2-210, Non-U.S. Citizens).

c. Contractors may be granted asecurity clearance under the Nationd Industria Security Program.
Refer to Chapter 43 of the Security Manua concerning Industrid Security. On acase-by-casebasis,
the Office of Security may grant individua contractors a security clearance for the performance of
short-term classified work. Information on processing this request is contained Appendix E,
Obtaining Access to Classfied Information.

d. Non-employees other than contractors generdly will not be provided access to classfied
information. Some exceptions exist for those non-employees being processed for membershipona
departmenta advisory committee, which requires access to classified information.
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C. Exceptions. Within thelimits of adminigrative discretion permitted to the Department, exceptionsto the
provisons of this subparagraph may be granted by the Director for Security, or hisher desgnated

representative whenever such an exception would be in the interest of the nationd security and would

promote the efficiency of the service. Each request for such an exception shal be submitted in writing and
shdl contain a atement judtifying the request.

1202 Requesting a Security Clearance

A. Request Forms. The immediate supervisor or program manager must request and justify a security
clearance for a subordinate employee. The request must be forwarded to the Office of Security through the
servicing security officer. The Form CD-79, Request for Security Clearance, shall be used to request a
security clearance. In addition, the SF-86, Questionnaire for Nationa Security Pogtions, is required.
Incomplete packages will be returned through the security contact or servicing security officer to the operating
unit for gppropriate action.

1. The CD-79 mugt saethelevd of clearance (Top Secret or Secret) and must justify the request for
access. Therequest must describe theindividuad's ' need-to-know," the nature of access, how often it will

occur, and the duration required for the clearance. If the duration is indefinite, it must be so sated. The
Security contact must concur by signing the concurrence block on the CD-79.

2. The SF-86 provides current biographica information to establish digibility for access. A new or an
updated SF-86 is required when the Office of Security does not have one onfile.

3. Note: The SF-312 can be sgned only after digibility for access to classfied information has been
granted by the gpproving authority; therefore, it will not be sent in the clearance request package. The
individud must sgn the form immediately after recaiving the indoctringtion briefing snce it is a legdly
binding document that grants the signer digibility for access to classfied information upon signature in
return for abiding by its requirements. The supervisor or manager requesting a security clearance for a
subordinate employee should follow the procedure described in Appendix E, Obtaining Access to
Classfied Information.

B. Temporary Eligibility for Access.

1. Based on ajudtified need meeting the requirements of E.O. 12968, temporary eligibility for accessto
classfied information may be granted beforeinvestigations are compl ete and favorably adjudicated where
officid functionsmust be performed prior to completion of theinvestigation and adjudication process The
temporary digibility will be vaid until completion of the investigation and adjudication; however, the
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Department may revoke the access at any time based on unfavorableinformation devel oped in the course
of the investigation.

2. Temporary digibility for access must be requested by memorandum to the Office of Security. In
addition, thejustification for the access must beindicated on the CD-79, Request for Security Clearance.
The Director for Security, or hisher designee, may grant temporary digibility for access when an
emergency need exists. Temporary digibility dlows access to classfied information under controlled
circumstances when the basis for granting afina security clearance has not been completed.

1203 Administrative Downgrade or Termination of Security Clearance

A. A security clearance may be downgraded or terminated for administrative reasons unrel ated to an adverse
Security determination. Just as the immediate supervisor or program manager is responsible for requesting a
security clearance, heor shedso isresponsblefor advising the Office of Security, through the security contact
or the servicing security officer, whenever adminigrative downgrade or termination of security clearanceis
appropriate based on changed need-to-know. Whenever thereis an adminigrative action, theindividua must
be advised of the action. The adminidrative downgrade or termination of an individua's security clearance
doesnot prgudice the person'sdigibility for afuture security dearance. Adminigrativeactionisrequiredinthe
examples noted below. In each case of termination or downgrade of accessto national security information,
the servicing security officer shdl notify the servicing human resources management office so that the position
records may be updated.

1. When access to classified information is no longer needed in connection with the performance of

officid duties or contractud obligations, the clearance must be withdrawn. In such cases, theimmediate
supervisor or manager must obtain asigned SF-312 with the debriefing portion completed and forward it
through the security contact or the servicing security officer to the Office of Security heedquarters.

2. When access to aparticular level of classfied informationisno longer required in the performance of
officid duties, the dearance must be downgraded to aclassfication leve ill judtified by officid duties. To
initiate a downgrade action, the immediate supervisor must forward a CD-79, Request for Security
Clearance, judtifying the new clearanceleve indicating, "Adminigrative Downgrade,” in the* Judtification
Block” of the form, and stating that the employee has been notified of the downgrade action.

3. An operating unit head or designee, or the Director for Security may determinethat acurrently cleared
employee or contractor no longer requires access to classfied information in connection with the
performance of officid dutiesor contractud obligations and, upon written notification to the holder, may
adminigratively withdraw the security clearance. When an individua no longer needs access to a
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particular security classification level, the security clearance should be adjusted, or downgraded, to the
classfication level required for the performance of the individud's duties and obligations.

4. Upon termination of asecurity dearance, the holder must receive aformal security debriefing describing
the continuing respong bility to protect the nationa security information to which theindividua hed access.
Thereverse of the SF-312, Classified Non-Disclosure Agreement, shall be completed upon debriefing. In
addition, sanctions under Title 18, U.S.C. shdl be provided in writing to the debriefed employee to
re-emphasize that crimina prosecution may be exercised if unauthorized disclosure of classfied
information should occur.

B. Classfied information (in any form), to include extra copies, is not persona property and may not be
removed from the Federal Government's control by any departing officia. The security contact must ensure
that al debriefed personnd have turned over dl classfied information in their possesson and ensure that all

classfied information is accounted for upon transference to an authorized custodian. All departing personndl

must be debriefed and understand their ongoing security responghilities in the protection of classfied

information to which they had access.

1204 Suspension and Revocation of Access Eligibility for Cause

A. Whenever informationisreceved that indicates an employee s continued accessto classfied informationis
not in the interests of nationa security, such information shal be forwarded immediatdy to the Office of
Security headquarters. Guidelines for slandards of conduct related to security determinationsare set forthin
Chapter 13, Security Adjudication Criteria.

B. Whenever the Personnd Security Officer obtainsinformation that suggests continuation of an individud’s
security clearance is not in the best interest of nationd security, he or she may suspend the individud’s
Security clearance pending an investigation to resolve the issues.

C. Accordingly, whenever an investigation devel opsinformation that confirmsan individua’ sdidoydty tothe
country or untrustworthiness, or raisesissues of unacceptable security risk, the Personnd Security Officer will

issue a proposd to revoke or downgrade an individua’s security clearance, as gppropriate. Such security
determinationsfor causewill be madeindependently of asuitability determination conducted by the servicing
human resources manager.

D. The sarvicing human resources manager and servicing security officer will be advised of dl security
clearance actions for cause. When an individud’s security clearance has been suspended , the servicing
security officer must notify the immediate supervisor or program manager to ensure that appropriate action is
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taken in connection with the individud’ s access to classfied information.

E. The procedures described in Chapter 14, Suspension and Revocation of Access to Nationa Security
Information, shal be followed by the Office of Security when conducting aformd review to determine an
individud’ s continued digibility for accessto classfied information based on unfavorable informaionthet may
lead to the denial, downgrade, or revocation of that clearance.

1. When misconduct is reported to the servicing human resources office and the individua occupies a
sengtive pogtion, the servicing human resources specidist shal contact the servicing security officer
immediatdy. Theinvestigation of the misconduct must be coordinated, and normaly, the nationa security
interest will beinvedtigated fird.

2. Theresults of theinvestigations are shared between security and human resourcesoffices The Office of
Generd Counsdl should be included in the deliberative process to decide what action(s) to take.

1205 Accessto Classified Information for Employees

Employees of the Department (including experts and consultants) who are U.S. citizens may be consdered
for access to classfied information only when such accessisrequired in connection with their officiad duties.
Such individuals may be granted either afind or atemporary digibility for accessto classfied information
provided that the appropriate investigative requirements set forth in the Security Manud aremet, dl available
information has been favorably adjudicated, and the granting of digibility for accessto dassfied informationis
clearly consstent with retiond security interests. Criteria for determining digibility of access to classified
information are shown in paragraph 1201 B.

A. Investigative Requests and Procedures. Procedures for the various types of investigations listed
below are described in Appendix E.

1. Although position sengitivity may dictate amore detailed investigation, the following security clearance
levels require the minimum type of investigation as indicated below.

a. Top Secret: an SSBI no more than five years old, or updated by an SSBI-PR within the most
recent five-year period.

b. Secret: an ANACI no more than ten years old and continuous Federa service.

2. Prior to movement to a new position which requires access to classfied information or when the
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assgnment results in a ggnificant change in duties, a request for security clearance (CD-79) must be
forwarded through the servicing security officer to the Office of Security for approvd, even if the
assgnment involves the same leve of security clearance as the employee's current position.

3. When an employee occupies aposition that subsequently requires accessto classified information, the
employee may continue to perform in the postion provided that access to classfied information is
prevented until the Office of Security grants an gppropriate security clearance.

4. When an employee movesto aposition that requires accessto ahigher level of classified information,
the employee may continue to perform in the postion and may continue to have access to classfied
information & the level for which he or she has previoudy been granted until the Office of Security
upgradesthe security clearanceto the higher level clearance or grantsthe appropriatelevel of temporary
access.

5. Intheevent that aforeign nationa employeewho does not meet the criterialisted in paragraph 12018
requires access to classfied materia on a short-term, emergency basis, a request for such access, in
addition to forms required under paragraph 1202, shdl be forwarded through the security contact or
servicing security officer to the Office of Security. The request should State the specific reasonsfor the
required access, justify theindividud's" need-to-know," provide detalled provisonsto ensure that access
to dassfied information is limited to "need-to-know," and indicate the expected duration of the
requirement.

B. Certification of Security Clearance. Any employee, contractor, or consultant of the Department who
has a need to certify their security clearance for a vigt to ancther agency or facility, mudt initiate the Vigt
Authorization and Clearance Certificate Request, Form CD-414. Theform must be completed, sgned by the
gpproving security contact or servicing security officer, and submitted to the agency or facility to be visted.
Theform shal be submitted as soon aspossible asthe vist isdetermined, or a aminimum, withintenworking
daysof thevigt or the period of clearance certification. There are other agencies or government facilitiesthat
do not accept the Department’ s CD-414, but require use of their own form for vigtsto ther facilities The
method acceptabl e to the visited agency should be verified in advance by theindividua coordinating thevist.

1206 Accessto Classified Information for Non-Employees

The assgnment of non-employeesto positions requiring accessto classified information is discouraged with
the exception of essentiad contractors, experts and consultants, and advisor committee members. The
assgnment of foreign nationa non-employeesto activitiesrequiring accessto classfied information, or which
may involve incidental access to dassfied information, is srictly prohibited.
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A. Investigative Requests and Procedur es. Non-employeeswho interact with the Department include,
but are not limited to, contractors, research associates, guest workers, trainees, members of advisory

committees, historica researchers, former presidentia appointees, and visitors. Information and procedures
on obtaining security clearancesfor consultants and experts areincluded in the coverage for non-employessin
paragraph 1104. Information on obtaining security clearancesfor al non-employeesisinduded in Appendix
E, Obtaining Access to Classfied Information.

1. Contractorsworking on classfied contracts are required to obtain an appropriate security clearance
in accordance with the Nationa Industrial Security Program (NISP). The program is described in
Chapter 44 of the Security Manual. The Office of Security may grant a contract employee eigibility for
accessto classfied information for the performance of short-term classified work. No classfied materid
can beremoved from adepartmentd facility. All dassfied materidsmust remain under the Department’s
absolute control.

2. Guest Workers, Research Associates, and Trainees areusudly screened for suitability factorsby
the "security assurance” process described in paragraph 1104. Assignments that require access to
classfied information are discouraged for these individuas, however, for specific projectsor activities, a
Security clearance may be granted under limited conditions,

3. Advisory Committee memberswill require a security clearance if the committee requires accessto
classfied information. Generdly, security clearancesfor advisory committee membersare granted at the
Secret leve.

4. Historical Researchersand Former Presidential Appointees may be cleared by the Director for
Security at an appropriate leve to alow access to the Department’s classfied information Refer to
paragraph 1104 for further guidance.

5. Visitors to the Department:

a. Employees, Contractors, or Consultants of another Federal Government agency may
obtain access to classified information in the Department in the performance of officid duties under
the provisions of Chapter 21, Access and Dissemination, and after the verification of an gppropriate
security clearance through security channels. In the case of repeated short-term visits by such an
individud, clearance certification must be povided a least annualy from the Federa agency

concerned to the servicing security officer.
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b. Private Citizenswho have not been granted a security clearance and who have no need-to-know
are prohibited access to classfied information, areas, or equipment.

6. Before anon-employee may be granted accessto classified information sponsored by another Federa
agency, the security contact or servicing security officer shall obtain gpprova from the sponsoring agency
(seeparagraph 1104). When such aproject iscarried out under the security regulations of the sponsoring

agency, the personnel security requirements of the sponsoring agency apply.

B. Exceptions. Subject to such policiesand directivesasthe Chief Financid Officer and Assdtant Secretary
for Administration may prescribe, exceptionsto the provisonsof this chapter may begranted in unusud cases
by the Director for Security whenever thefactsindicate that such an exceptionisinthenationd interest. Each
request for such an exception must be made in advance, in writing, and be submitted to the Director for
Security. The request must contain a detailed judtification for the exception.
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