U.S. Department of Commerce

NOAA, Western Administrative Support Center

Unclassified System Remote Access User Security Agreement

Purpose and Scope:  I understand I am being granted permission to remotely access unclassified DOC, NOAA, and WASC IT systems as specified below, and that my use of this access may be monitored by WASC for compliance with this policy.  I understand this remote access may be allowed in conjunction with a separate approved request for teleworking.  I have completed NOAA IT security training within the last 12 months, and I hereby attest that I have read and understand the DOC and NOAA IT Security policies for remote access and password management.  I agree to comply with these policies, and I understand that my failure to comply with these policies may result in termination of my remote access privileges and/or disciplinary action.  Remote access to the following unclassified systems and web-enabled applications is authorized for official use:

ADVANCE \d6Protection of Data: I hereby affirm and acknowledge my responsibility to ensure the confidentiality, integrity, and availability of all forms of Government information in accordance with DOC and NOAA IT Security Policies and the DOC Security Manual, in a manner consistent with its sensitivity.

ADVANCE \d6Protection and Maintenance of Equipment (check one):

             WASC will provide and maintain hardware and software for remote access.  I will not alter the configuration of government equipment unless authorized in writing to do so.  I will protect DOC-owned/furnished resources and submit the equipment for periodic maintenance as required by DOC.

______WASC will not provide hardware for remote access, but may provide software installation disks and support software used to process DOC, NOAA, and WASC information as permitted by software license agreements.  I will abide by the license agreements for WASC-furnished software.  WASC authorizes me to use my personally-owned computer for remote access, and although WASC may provide limited support, it is not required to support maintenance of the hardware or personally-owned software.  I will install and maintain the following:
Anti-virus software (required): __McAfee VirusScan by Network Associates, Inc or equivalent_

Access, encryption, & security software (required): __ Citrix ICA Client by Citrix Systems, Inc____

ADVANCE \d6Computer Incidents:  I also acknowledge the possibility, however small, that such information could potentially be viewed or downloaded by others than myself as a result of my remote access.  I fully understand that it is my duty to exercise due care in protecting this information and to immediately report an unauthorized disclosure or compromise to my supervisor and the WASC Systems Division Chief so that appropriate procedures may be initiated.  I further understand that, after proper coordination with law enforcement authorities, the Government may temporarily seize the device used to gain remote access for the purposes of forensic examination and sanitizing of compromised information.  Additionally, during this process I understand there exists a risk that system files and programs may be erased or damaged, or that unintentional damage may occur to the computer hard drive.  I hereby waive any and all claims against the Western Administrative Support Center, the National Oceanic Atmospheric Administration, the Department of Commerce, the Federal Government, and individual officers, employees, agents and contractors thereof, arising out of necessary security procedures and actions with respect to personally-owned IT equipment and any such damage to, or erasures of personal data.

ADVANCE \d6                                                                         
                                                                        
_____________________

Remote User=s Printed Name
        Signature
       Date
I hereby certify that this federal employee/contractor requires remote access as described herein to accomplish the DOC mission:

                                                                        
                                                                         
_______________________ 
Remote User=s Supervisor=s Printed Name
Signature
Date
